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Wake Up!
There is a tectonic shift in cybersecurity underway right now. 
Sophisticated malware is reshaping the threat landscape, 
laying waste to yesterday’s security best practices and raiding 
corporate and government networks with impunity. 

Become a Cyber Prepper and join ThreatTrack Security in 
the fight against Advanced Persistent Threats (APTs), targeted 
attacks and all the other sophisticated malware that easily 
evades your traditional cyber defenses. 

This Cyber Preppers Guide will open your eyes to the new 
cyber reality and empower you to once again take control of 
your cybersecurity.

Welcome to the revolution,

The ThreatTrack Security Cyber Preppers

The Cyber prepper rUles

 #1 GeT yoUr bearinGs

 #2 Mind The Wild(er)life

 #3 iT only Takes one

 #4 Cover yoUr CloUd

 #5 blaze yoUr oWn Trail

 #6 blinders off

 #7 be self-relianT

 #8 ChanCe is noT sTraTeGy

 #9 learn To foraGe

 #10 sTarT a nerd GanG 
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Cyber prepper rUle #1
GeT yoUr bearinGs

Does today’s malware landscape have you worried? If it does, 
you’re not alone. If it doesn’t, maybe it should.

200,000+
neW MalWare ThreaTs 
are CreaTed every day 1

Top technology and security executives are very concerned 
about their ability to combat today’s malware. Moreover, 
malware analysts – the professionals with the most experience 
dealing with these threats – are struggling with the complexity 
of today’s malware and the volume with which it is attacking 
their organizations.

Top TeCh & 
seCUriTy exeCUTives

fronT-line 
MalWare analysTs

69% ConCerned 
They are vUlnerable 
To advanCed MalWare 
ThreaTs 2

66% UnsUre if They 
have been TarGeTed by 
an apT 2

47% do noT Use 
advanCed MalWare 
analysis 2 

67% ConCerned 
aboUT inCreasinG 
CoMplexiTy of 
MalWare 3

67% sTrUGGle WiTh 
volUMe of MalWare 
They faCe 3

35% laCk aCCess To 
advanCed MalWare 
analysis 3

Priority #1 for any cybersecurity leader is to ensure you’re 
aware of the constantly shifting threat landscape and the 
implications it holds for your security and your team’s ability to 
meet its objectives.



C y b e r  P r e P P e r s  G u i d e   I  7

Cyber prepper rUle #2
Mind The Wild(er)life

Enterprises face a relentless onslaught of cybercrime and must 
prepare themselves to combat everything from cyber-espionage 
to hacktivism to spear phishing to the millions of variants of 
viruses, worms, Trojans, bots and malicious email plaguing the 
Internet right now. 

Long gone are the days of malware writers trying to make names 
for themselves by disrupting operations and just being a nuisance.

75%
of daTa breaChes 

are finanCially MoTivaTed 4

Cybercriminals have gotten organized and much smarter. 
Cybercrime is a multi-billion dollar economy fueled by 
sophisticated, disciplined organizations, deploying new 
weapons and tactics like Advanced Persistent Threats (APTs) 
and targeted attacks. 

APTs may have risen to prominence in recent years as the 
security industry’s latest boogey man, but targeted attacks 
are where threat actors really demonstrate their expertise to 
devastating effect.

32%
haCkers

14%
CoMpeTiTors

12%
orGanized 

CriMe

10%
haCkTivisTs

sTaTe-sponsored Cyber-espionaGe Grabs 
headlines bUT Makes Up only 4% of seCUriTy 

inCidenTs. These ThreaT aCTors aCCoUnT for 
MosT oUTside breaChes: 5

Targeted attacks are very precise cyber-attack campaigns 
aimed at a specific individual’s system within an organization. 
These attacks often use a mix of traditional malware-delivery 
tactics and exploits that only execute on a specific system 
in order to evade detection and risk alerting the victim. The 
ultimate objective being to gain control of the system(s) 
with access to personal data, intellectual property and other 
valuable information. 
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Cyber prepper rUle #3
iT only Takes one

The average data breach 
today compromises 28,765 
records6. Trade secrets in 
industries like high-tech, oil 
& gas, and manufacturing 
could be the difference 
between a sustained 
competitive advantage or 
total loss of revenue.

What sensitive data are you 
responsible for protecting? 

Who do you think would 
be most interested in 
acquiring it?

When you consider the 
costs associated with loss 
of competitiveness, eroded 

customer trust, government fines and litigation, one breach 
may be all it takes to put many businesses out of business.

Cyber prepper rUle #4
Cover yoUr CloUd

Your network is changing. The Bring Your Own Device trend 
is here to stay. We rely more on cloud-based services, online 
storage and social media, exposing our data to new risks. 
Yet many still lag in adequately defending all these attack 
vectors. Only 18%5 of enterprises have policies governing 
cloud computing.

MosT CoMMon CaUses of breaChes 7

30%
sQl  

injeCTion

28%
TarGeTed 
aTTaCks

27%
advanCed 
MalWare

To prevent breaches, educate yourself on all the vulnerabilities 
these new technologies create and how hackers exploit them.

40% of daTa 
breaChes involve 
MalWare 4

92% of daTa 
breaChes perpeTraTed 
by oUTsiders 4

$3.03 Million 
is The averaGe CosT of 
losT bUsiness dUe To a 
daTa breaCh 6
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Cyber prepper rUle #5
blaze yoUr oWn Trail

Many organizations look to government and industry 
compliance standards for guidance.

If you’re among the box-checkers only concerned about being 
“in compliance” in the event of a breach to protect yourself 
from fines or litigation, then you’re just asking for trouble. After 
all, cybercriminals know this playbook as well as you do, and it 
was dated the day it was printed. 

You need to push beyond the basics of cybersecurity and 
employ the latest solutions available, including dynamic 
malware analysis and advanced threat defense solutions 
that detect and eliminate APTs and targeted attacks. 

askinG for TroUble

in CoMplianCe

enTerprises MakinG 
advanCe ThreaT defense a Top prioriTy

CyberseCUriTy invesTMenT prioriTies  
for 2014 inClUde: 5

• ThreaT-inTelliGenCe sUbsCripTion serviCes

• proTeCTion/deTeCTion ManaGeMenT 
solUTions for apTs

• inTrUsion-deTeCTion Tools

• seCUriTy inforMaTion and evenT 
ManaGeMenT TeChnoloGies

• seCUriTy evenT CorrelaTion Tools

Listen to your teams; what solutions are they asking for? Are 
they just making do with a hodge-podge assembly of disparate 
open-source tools that malware writers know how to fool? You 
can do better.
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expose.  analyze.  eliMinaTe.
ThreatTrack Security delivers the tools and knowledge Cyber 
Preppers need to defeat advanced malware threats.

apT deTeCTion and reMediaTion

•	 Automatically detect advanced malware threats  
that others can’t

•	 Analyze any file type for malicious behavior

•	 Generate custom remediation signatures for all 
discovered threats

real-TiMe ThreaT inTelliGenCe

•	 Access continuous stream of malicious files, URLs  
and other emerging threats

•	 Ensure your firewall, IDS/IPS, and other defenses  
are blocking the latest threats

•	 Retrieve malware samples for detailed analysis  
with ThreatAnalyzer

advanCed MalWare analysis 

•	 Identify, profile and stop APTs and targeted attacks

•	 Analyze files or URLs for malicious behavior

•	 Know how malware will behave on your network 
within our customizable environment

endpoinT seCUriTy

•	 Antivirus for PCs and Macs

•	 Low CPU and memory usage

•	 Integrated patch management

•	 Mobile Device Management

•	 Integrated management for Hyper-V environments

WWW.ThreaTTraCkseCUriTy.CoM
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Cyber prepper rUle #6
blinders off

Despite your best efforts, you’re probably still facing plenty of 
self-inflicted cyber-wounds. 

Don’t get too focused on outside threat actors to the point 
that you don’t see and fix the avoidable mistakes your users 
make, including senior executives.

MalWare analysTs Tell Us They had To reMove 
MalWare froM senior leadership’s pCs or 

Mobile deviCes for The folloWinG reasons: 3

56% CliCked on a MaliCioUs link in a 
phishinG eMail

47% aTTaChed an infeCTed deviCe To a pC

45% leT a faMily MeMber Use a CoMpany 
CoMpUTer

40% visiTed an infeCTed pornoGraphiC 
WebsiTe

33% insTalled a MaliCioUs app

Cyber prepper rUle #7
be self-relianT

“While inforMaTion seCUriTy 
risks have evolved and 

inTensified, seCUriTy sTraTeGies 
– hisToriCally CoMplianCe-

based … have noT kepT paCe.” 5

Don’t wait for others to tell you what to do. While politicians 
debate cybersecurity policy and grandstand over headline-
grabbing breaches, your risk and exposure only grows. 

You need to take the initiative, but that doesn’t mean you go it 
alone. Nearly 30%5 of enterprise cybersecurity professionals 
do not collaborate with others to improve security. 

The more cybersecurity professionals collaborate and share 
information, the stronger our collective defenses will become.
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Cyber prepper rUle #8
ChanCe is noT sTraTeGy

If you don’t have the right tools in place, your chances of proactively 
discovering or preventing a breach plummet. 

Only 10% of data breaches are discovered by accident. Most are 
discovered through the use of forensic investigative tools like a 
malware analysis sandbox, 28%; DLP solution, 19%; or through law 
enforcement notification after the fact, 15%.7

66%
of daTa breaChes 

Take MonThs To be disCovered.4

Put the right tools in place and ensure your cyber defense and 
breach-detection capabilities are a sure thing.

But don’t lose sight of the fact that a strong strategy also 
involves the right mix of tools and people. An effective cyber 
defense also needs a strong leader. If you’re organization is 
among the 35%5 of enterprises without a Chief Information 
Security Officer (CISO), that should be your #1 priority. 

#2 on your list should be establishing an Incident Response 
Team (IRT) and staffing it with experienced cybersecurity 
professionals. 42%2 of senior executives say their organization 
does not have an IRT to respond to cyber-attacks.

Next, conduct that thorough risk assessment of your 
organization. The best tools and people are useless if you 
don’t know what you’re defending.

Finally, put it all on paper and develop  
your formal cybersecurity and incident  
response strategy. 

an effeCTive Cyber defense

sTronG leader
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Cyber prepper rUle #9
learn To foraGe

Good neWs. inforMaTion  
seCUriTy bUdGeTs are on The  

rise, by as MUCh as 51%.5

bad neWs. inforMaTion seCUriTy 
reMains aT less Than 4%5 of 

overall iT spendinG. 

As a cybersecurity leader in your organization, you need 
to make the case for necessary investment to protect your 
operation in an increasingly dangerous online world.

Now is the time to act. Senior leadership – from the CEO and 
CFO to the Board of Directors – have never been more aware 
of cybersecurity than they are right now. 

You know there’s money in that hefty IT budget. Get creative 
and ensure that cybersecurity gets its share as well.

Cyber prepper rUle #10
sTarT a nerd GanG

The only way you’re going to outsmart and outmuscle today’s 
cyber-thugs is with your own gang of cyber-toughs. 

This means recruiting new expertise to the team, but cybersecurity 
is an in-demand skill right now, and there is a definite shortage out 
there. You may have luck finding members of your IT team you 
can train up and build your gang from within, and take advantage 
of new synergies and silo-breaking you can accomplish between 
the offices of the CISO and CIO.

With the right gang, nobody will mess with you.

nerd GanG
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Glossary

Advanced Persistent Threats (APTs) – Sophisticated cyber-
attacks that compromise systems and networks for malicious 
purposes; primarily characterized by their ability to operate 
and avoid detection for an extended period of time.

Advanced threat defense – Emerging cybersecurity solutions 
that can detect and eliminate APTs and other forms of 
sophisticated malware.

Attack vector – The channel or path through which a hacker 
or cybercriminal compromises a network to deliver malware.

Chief Information Security Officer (CISO) – A senior 
executive designated responsible for an organization’s 
information security and cybersecurity strategy.

Cyber-espionage – The stealing of personal, proprietary or 
classified information via cyber-attack methods such as APTs or 
other malware; typically associated with spying among nation 
states or by foreign competitors.

Exploits – Often referred to as Zero-day threats, take 
advantage of vulnerabilities in the software code of popular 
applications like Adobe Reader, Java and more to propagate 
malware.

Hacktivism – Politically motived cyber-attacks generally 
launched to disrupt operations and to gain notoriety. 

Incident Response Team (IRT) – Specially trained personnel 
within an enterprise or government agency charged with 
responding to and defending organizations from cyber-attacks. 

Malware – Encompassing viruses, Trojans, bot nets, worms, 
rootkits, keyloggers, adware, ransomware and more, this 
malicious software code infects networks and disrupts 
operations typically for financial gain. 

Malware Analysis – A subset of cybersecurity solutions such 
as a sandbox that enables users to analyze the behavior 
of malware, reporting on systems changes made, network 
traffic generated and more; customized malware analysis 
environments are the most effective countermeasure to 
targeted attacks; can be deployed for forensics purposes in 
post-breach analysis.

Targeted attacks – Complex, multi-stage cyber-attacks that 
target specific users or system configuration in an organization 
for the purpose of compromising system(s) with access to 
sensitive information.

Threat actor(s) – The person, people or entities perpetrating 
cyber-attacks, such as hackers, members of cybercrime groups 
or individuals within state-sponsored  organizations.
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aboUT ThreaTTraCk seCUriTy

ThreatTrack Security specializes in helping organizations 
identify and stop Advanced Persistent Threats (APTs), targeted 
attacks and other sophisticated malware that are designed to 
evade the traditional cyber defenses deployed by enterprises 
and government agencies around the world. The company 
develops advanced cybersecurity solutions that expose, 
analyze and eliminate the latest malicious threats, including 
its ThreatSecure advanced threat detection and remediation 
solution, ThreatAnalyzer malware behavioral analysis sandbox, 
ThreatIQ real-time threat intelligence service, and VIPRE 
business antivirus endpoint protection.

Learn more at www.ThreatTrackSecurity.com



33 North Garden Avenue, Suite 1200
Clearwater, FL 33755

www.ThreatTrackSecurity.com


