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The Leader in Next-Gen Endpoint Security
With over 3,000 customers globally—including 30 of the Fortune 100—and over 9 million endpoints under 
protection, Carbon Black is the leading choice for next-gen endpoint security. Whatever your endpoint 
security needs and goals, and wherever you’re starting, our solutions enable you to replace ineffective 
antivirus, lock down your servers and critical systems, and arm incident response teams with the most 
effective tools to hunt and shut down threats. In short, we’re here to help.

Hackers: It Takes One to Know One
Carbon Black was founded by former members of the U.S. 
government’s elite team of offensive security hackers. Trained 
by the NSA and CIA, our founders possessed early insights 
into the tools and techniques of 21st century cyber hackers; 
namely, how to get around the defenses you deploy every day. 
For more than 15 years, our leadership and software have used 
that experience to outpace increasingly sophisticated attacks. 

Pioneers, Innovators & Disruptors 
We are bringing you a new generation of endpoint security, 
purposely designed to protect your organization from the 
most advanced cyberattacks. Our pioneering approach to 
application control, endpoint detection and response (EDR), 
and next-gen antivirus (NGAV) has been proven by thousands 
of customers as well as leading independent third parties.

Carbon Black at a Glance

⬢⬢ Leading provider of next-gen  
endpoint security solutions

⬢⬢ 3,000+ customers across 47 countries, 
including 30 of the Fortune 100

⬢⬢ 9+ million endpoints under protection

⬢⬢ Founded by former members of elite  
U.S. government offensive security  
hackers, trained at NSA and CIA

⬢⬢ Offices in Boston, San Antonio, London, 
Melbourne, Singapore, and Tokyo

⬢⬢ 700+ employees

Awards and Recognition

Gartner does not endorse any vendor, product or service depicted in its research 
publications, and does not advise technology users to select only those vendors with the 
highest ratings or other designation. Gartner research publications consist of the opinions 
of Gartner’s research organization and should not be construed as statements of fact. 
Gartner disclaims all warranties, expressed or implied, with respect to this research, 
including any warranties of merchantability or fitness for a particular purpose.

LEADER

IDC 2017 Endpoint STAP MarketScape

WINNER

SANS Institute Awards: Best Endpoint Detection &  
Response Solution

LEADER 

The Forrester Wave™: Endpoint Security Suites, Q4 2016

PE RFECT PREVENTION SCORE 

Advanced Endpoint Protection (AEP) Test by NSS Labs

A VIS IONARY 

Gartner Magic Quadrant for Endpoint Protection Platforms, 
January 2017

TOP 100 COMPANY 

Forbes Cloud 100 (top cloud companies)
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Our organization has been constantly 
impressed by CB Defense’s ability to 
stop malicious software and attacks 
since the day of implementation.

Three years later and if we had 
to do it all over again, we’d still 
choose Carbon Black.

SYSTEM ADMINISTRATOR
HEALTHCARE INDUSTRY 
gartner.com/reviews/review/view/214749 

DIRECTOR, IT SECURIT Y
ENERGY AND UTILITIES INDUSTRY
gartner.com/reviews/review/view/103821

The Gartner Peer Insights Logo is a trademark and 
service mark of Gartner, Inc., and/or its affiliates, and 
is used herein with permission. All rights reserved.

AI and Machine-Learning Are Not Enough to Stop All Attacks
Attackers have moved beyond malware, accounting for 53% of today’s breaches, of which machine-learning is useless against. 
Carbon Black’s streaming prevention goes beyond machine-learning AV to stop all types of attacks before they compromise 
your system.

Stops malware attacks

Stops non-malware attacks

Difficult to bypass, even by skilled attackers

Total visibility into origin of attacks

Applies advanced algorithm to files

Applies advanced algorithm to processes and information

Lightweight on the endpoint

STREAMING PREVE NTIONCAPABI LIT Y MACHINE- LEARNING AV

We Work with Your Security Stack
We connect at every level to improve your security posture.
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Most Proven Next-Gen Endpoint Security

Application Control for 
Servers & Critical Systems

⬢⬢ Stops all types of attacks and 
prevents unwanted changes with 
leading application control

⬢⬢ Maintains compliance for all systems 
no matter what framework you follow

⬢⬢ Automatic approvals and policy 
templates make high enforcement 
easily scalable

IR & Threat Hunting for 
SOC Teams

⬢⬢ Unlimited data collection  
shows you everything so you don’t 
miss a thing

⬢⬢ Unparalleled visibility reduces 
investigations from days to minutes

⬢⬢ Responds in real time to minimize 
damages and even hunt down  
threats proactively

Next-Gen AV + EDR

⬢⬢ Stops all types of attacks, even 
those that don’t use malware at all

⬢⬢ Provides complete visibility in 
real time so you can respond 
immediately

⬢⬢ Single agent deployed from the  
cloud protects without 
compromising user productivity


