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Pathways to Empowered Security Leadership
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ﬂ‘] Meet BusinessX — Major Retailer

TALENT

A Businessdoesn’t have a CI SO
A They just _ex][oerienced a massive breach that cost millions and put the

company in

A The board is now willing to hire a CISO, but they face the following
challenges:

u

cC. C. C.CcC. Cc:

www.ten-isetalent.com

he public eye for months.

Board, HR and Management Team lack understanding of the true role of a CISO

Organization struggles to find the right reporting structure

CIlO feels threatened. Will the new CISO be an adversary or ally? Will security pull from his budgs
Demand for qualified CISOs is hagdo is cost.

Cannot act fast enough internally; hired a search firm

Fﬂlrm lacks understanding: disconnect between business needs and knowledge within the hiring
chain

REALITIES AND THE OUTCOME
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ﬁ)ﬁ Meet Casey Jones — Global CISO
TALENT

A Casey is the CISO for a gletesiching financial institution

A He was hired after a significant breach that cost the previous CISO and his:
their jobs.

A He is now tasked with rebuilding his security leadership team, but he is
struggling:
AHR has not provided candidates that meet his needs.
A Hiring personnel lack understanding of the roles, responsibilities and technology.
A HR recruiting process is slow and complicated.
A HR Recruiting process fails to identify the skills and attributes necessary for security leadershi

A Demand for security talent is making it impossible to fill the positions within
budget constraints.

REALITIES AND THE OUTCOME

SRR www.ten-isetalent.com




Information security jobs are expected to grow by 53% by 2(
Bureau of Labor Statistics

Average annual salary of cyber security worker is $1:
Semper Secure Surve)

25% of all organizations have a problematic shortage of informa

security skills
Network World 2014

Among the most sougkdfter professionals in the tech sector witl
demand for workers in cyber security field outpacing the other IT job:s

a wide margin
CIO Magazine 2014

Demand for cyber security profs has grown more than 3.5x faster t

the demand for other IT jobs over the past 5 years and more than

faster than the demand for all other ndi jobs. Current staffing

shortages are estimated between 20,000 and 40,000 and are expecte
continue for years.

Burning Glass Internationa
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ISE.
Can You Relate?
TAEHT

. A
!
DISCUSSION
Why s recruiting security talent becoming so diffict




ISE.
TALENT

InfoSec’s Increasing Set of Responsibilities

a TEN. Campany “To what extent Is your firm’s IT security group responsible for the following activities?”

Security is fully responsible Security is mostly responsible [ Security is about half responsible
I security is slightly responsible [l Security is not at all responsible [l Don't know

3%
Threat and vulnerability management A42% 2095 _ 19
4%,
Endpoint security and network security 42% 27% _ %
2%,
Data securty 5% s 23 el

1
1%
3%
Identity and access management 32% M—Z%
4%

Applcation securiy 265 TRt

Policy and risk management 25%
Privacy and regulations 19%
Third-party security 18%

Business continuity/disaster recovery 17% 2506 1%
Physicalsecurty| 1% | 179 [ 22k I T

Fraud management| 11%

Forrester ResearclEnterprise And SMB Security Survey, North America And Europe, Q3 2009
953 security decisiormakers at North American and European enterprises

www.ten-isetalent.com




Can You Relate?
TAEHT

DISCUSSION
Is 1t hard to find individuals with

these skills? Why?




Integrity and Leadership

¢C2RIF&2Qa /@80SNItNRA 2Fyid 9YLX 2&8SNA (2

What Are the Most Important Attributes of an Ideal Security Employer?

Excellence of coworker*

Excellence of leadership [ 806 )

Expansive cyber security career opportunitieSEEE NS 0%

Relatively High Compensation Scalefii i iiii3806 i i)

Known for addressing |mesadiimgssehanmmeniges in cyl

Reputation as a leader in cyber securitymm s s S4%, S m

Reputation for integrity; a code of honom

| | | | | | | | |

0% 5% 10% 15% 20% 25% 30% 35% 40% 45% 50%

Source: Semper SecuriyCyber Security Census RepeAugust 2013
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Can You Relate?
TAEHT

DISCUSSION
The cost of hiring: Is it worth 1t?

Why Is It easler to do yourself?
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;ft) The Ability to Acquire Security Talent
TALENT

A No one can do it alone

A Positions are too bafflinfpr many
Internal talent sourcing departments

A Lack of connections and fatigue rolodex
lead to lost time and poor hiring results

A Too much or complex to be done interne

A Too critical to be trusted to just IT staffin
job shops

Specialized expertise and deep knowledgfethe InfoSec Industry and
characteristicsof core leadershigositions isvital.

A www.ten-isetalent.com



'ﬁﬁ The Balancing Act - Managing Expectations

TALENT

The Business L
A Expects full protection and security of The Ir_lfoSec Qrganlzgtlon
enterprise while keeping its headcount A Agile and higkperforming

static A Jugglers and multaskers

A Peaceptli_?ndisconnect between delivery A Carrieghe heavy burden of defending
e e their organizations against unrelenting

cyberthreats

HR and Talent Management
A Team players? Or adversaries?
A SQupply and demand of talent

A True understanding of the Informatio
Security function vs. Information
Technology

¥  www.ten-isetalent.com



TI-\?ﬁ\IT Strings Attached: Accountability without Accounting
Ll

0o Viewpoints

CISOs should not be responsible forbersecuritypurchasing decisions

CISOs should be responsible and accountable for all information security strategies
cyber security technology purchasing decisions.

CISOs should be accountable for any organizational data breaches.

/L{ha FNB 066Ay3 KANBR (2 FRRNBaA ONRI
capabillities.

ThreatTraclSurvey, July 2014

¥  www.ten-isetalent.com
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TALENT

Building a Robust Security Organization

m I risk eﬂgineef-tgI operations

] Identity and access management

> I I 1
| | | I | | [ |
= Podicies Device
Program Business w Third-party and Application '""t‘:":;“'(’ monitoring
mgmt liaison security architech- security : and
. compliance ey secunty mgmt.
| | | | | | I !
iy Marketing and evaluation Imple- integration and mgmt.
e wvuln, and mentation info. and
reporting mgmt. processes mgmit. forensics
i ' 1 I - '
e - — — e - - e Tt g - — — |_ —— g —— —
' ] [ ]
[ 1
]
Enterpnse Business Application P - _'_ Incident
GRC continuity testng Administration -'- L oonse
S66S3 Sowurce: Forrester Research, Inc,

www.ten-isetalent.com




'ﬁ)ﬁ Staffing Models and Ratios
TALENT

# of FTEs /Type #of IT Users

1 SecurityOps 500 to 750
1 Security Architecture 1,500 to 2,000
1 Security Manager Greater than4,000
11T Risk Greaterthan 5,000
Dedicated security tearn Greater than 7,500

Source: For r est eOrganiatieone2®:rBailding A ‘R&estSequtiityt Organization

¥  www.ten-isetalent.com



ISE,
TA*TI,\IT Rent, Buy or Both? Considerations for Acquiring Talent at Your Organization
LE

A What is your ability to acquire security talent?

A Leveraging internal HRcan they assess the skills and abilities?
A ltis a small world but are they an insider?

A Does your HR/Talent/ Recruiting department have the right vendor
relationships?

A Understand your ability to scale your security needs
A Why are you looking for security talent?
A A wrong hire can do more damage than having an apen
A Aligning with the business

A www.ten-isetalent.com
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TALENT

The Top TEN: Why a Retained Search Company?

The number one reason: Salary

Your company needs a dedicated partner to fill the position within-80 days

You are looking for a specific talent/skill set, or need the "proven" abilities of a market leader
Your company wants an impartial 3rd party to conduct and screen candidates

Confidentiality!

Your company would like to benchmark between your internal talent pool and outside candidates.

Your company needs a professional who will understand your culture and other environmental
nuances that may affect the candidate on the search

Your company needs an outside 3rd party to contact, persuade and convince an executive to leave
his/her exiting position.

Your company wants more than just a superficial search

. Your company wants to make sure that the potential candidate will know that the position is critical t

the success of your company and that they are looking for "the best of the best."

www.ten-isetalent.com
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ISE® Talent — Let Our Networks Empower You
TALENT

An executive search and talent managemedmmn dedicated exclusively
to Information SecurityExecutives®

o Specializing in security leadership positionsfiormation Security, IT Risk
Management, GRC ariRtivacy

- Trusted partner that will identify, evaluate, recruit amésent top-level candidates
Uz YSSU 2 dzNJeCQditheéntyaidaalent Ran@g8mihat Seeds

A company of T.E.N. who is tHeadingnational technology and
security executive networking organization that facilitates pe@y-peer
relationships between top executives, industry visionaries and
solutionsproviders

o Flagship Program Series: ISE® Executive Forum and Awards

100% Woman Owned Business

¥  www.ten-isetalent.com




TALENT

Strong Leadership Team and Real IT/ InfoSec Industry Experience

Marci McCarthy, CEO and President, T.E.N.

1, Anaward winning technology and information security executive networking and
relationshipmarketing firm

i, Founder of the IS&Programsthe premier recognition and networking program for
security professionals in the U.S. and Canada

v, 2012 recipient of a 4th Congressional District of Geastijgdion for fostering greater
visibility and professionalism for the IT security industry

Darnell Frymire, President, ISE® Talent, A T.E.N. Company

. Fifteen years of experience in leading and building a leading IT Staffing Company throug
rapid growth to acquisition

., Understands company cultur@sd consistently has a track record for matchthg right
talent

i, Respected Leader in the communityfechBridge TAG, WIT, American Red Cross, WBENC

www.ten-isetalent.com




ISE ) _ .
;' ISE” Retained Search — Because Connections Count
TALENT

A We have the deep industry knowledge,
recruiting expertise and personal connections

A We know who—would be great B0

A We know what—they would be great at
A We know where—to find candidates

A We know why—someone is a great fit
A We know how-to reach them

We focus on higkguality leadership talentc and deliver!

¥  www.ten-isetalent.com



Iﬁ)ﬁ An ISE® Perspective....

TALENT

John Masserini
Chief Security Officer
MIAX Options

Yy www.ten-isetalent.com



TAI'T?\IT ISE® Vantage — Your Business and Career Partner
LE

A Interim CISO

A OnCall Services

A ISE® Industry Experts
A Board Engagement

A Leadership Consulting and Coaching

Imagine being totally prepared for
whatever comes your way

SRR www.ten-isetalent.com



ISE.
;f] ISE® Industry Experts — What can we do for you?

TALENT
Who are they?

A Highlycredentialed IT busines®terans—
more than 150 years experience combined

A Possess specialized education and-weatld
leadership experience in security, technology
and risk management

What can they do for you?

A Leadership Consulting and Coaching
A BoardEngagement services

A www.ten-isetalent.com



'fﬁ The New ISE”: A Transformative Leader

TALENT

A RememberNothing matters more than integrity:
Bethe leader the organization needs and the
leaderthat others want to work far

A Utilizeyour own personal networks to find the
peoplewho are right for the job

A BringHR into the securitgonversation, but
understand their limitationBring in an expert
third-party with deep knowledge when needed.

A ldentify existing talent and groom from
within when possible.

A Learnhow to better articulate your needs to the board and hiring chain.

A www.ten-isetalent.com



i 2l Thank you and Questions

TALENT

a TEN. Company

Marci McCarthy
CEO and President
T.E.N
Direct: 404920-8582 x101 | Cell: 404.273.3045
mmccarthy@teAnc.com| www.ten-inc.com

DarnellFrymire
President
|ISE@alent,a T.£.\ Company
Direct 770331-1805
dfrymire @tenisetalent.com www.ten-isetalent.com

www.ten-isetalent.com
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