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What CORE Security offers

We provide predictive security intelligence solutions that
empower organizations to:

e Think ahead about business risk
e Take control of security infrastructure

e Predict and prevent security incidents

SECURITY
P A G E 3 Thinking ahead.



Siloed Security R Network
Assessments |

Scan

=
) TR
R

Pen Test

N

i I Pen Test
"

\ o

B

@ SECURITY



Security Data
Overloa

AGE 5

“‘--:-T,-.
S
Wi
/ l.:n
]
OO; 070
077/ /OOIO/
O]O 0 O/ ]0

5

S o o
o = 9 =
o o 99
o 2 oo
558
oo =
= =
[
i
=]
-~
Q
~ o~
N
N
R E ITY
Thinking ah X



Uste(lgzasce . RISk

Awareness

—

Vulnerability
Management

.

74 Scaling
Security

_ Testing

./Te; ng A /—
Change

Security Management
Controls

PAGE 6

SECURITY

Thinking ahead.



THE C ‘SO DIAKIES \oy TOM F’:‘.sl\‘ourne,

SUPERHERO CONVENTION

T HAVE SUPERSPEED AND T (AN
RECLEXES THAT VIOLATE SEE WHICH
| THE LAS OF CHYSICS.YOUT  (RITICAL
ASSETS ARE
EXPOSED

oy -
f &y
=5 < —
E 5 - - ~
e |
L
SAVA
~ o B
\
\
) |

GET REAL AROUT REAL WORLD THREATS &= CORE

®20\\ CORESECORITY.COM /CARTOON
Con T




Data-at-

Control Validation:

Rest Info The Risk in GRC!
IDS/IPS DLP (Vontu, Tablus) » | EPO (McAfee, Symantec)
L h L
Automatic POI'C'ejc‘ &
. Compliance GRC (Archer, Symantec CCS,
Firewall Alert
3 Alerts / Logs Actions > > | |BM OpenPages)
Threat-Path-
WAF Validated Attacks
Logs
SIEM (Arcsight, Envision, Q1
_|_>' . (Arcsig )
Identity Access Mgt. - \ 4
\ Log + DPI Analysis R-emedlatlon (Remedy,
> | BigFix)
DPI Data
Correlation Rules > l Alerts l 4
- Theght Theight INSIGHT 2.0
Forensics GRC VM
Threat Vector Intelligence | Intelligence | Intelligence | Intelligen-e | Intelligence
Search Rules 4
" Attack Planning " CORE |NS|GHTT" " Patentea Syscall
[ DPI & Forensics Alerts Al Algorithm J ENTERPRISE ~ Proxy Agent i | Vuln Scan
(Netwitness, Solara) " Exploit " Expert " Data :
Engine System Warehousing Reporting
__ ._ ._ )\ ) Web Scan
N . f .
====p DPI Intelligence Loop Asset Real-Time
=== DLP Intelligence Loop
. . CORE IMPACT
=== GRC Intelligence Loop Threat Intelligence - PROFESSIONAL
=== \/uln. Mgt. Intelligence Loop 8 J
#

Existing Connections

PAGE 8

[ CMDB J (AFCC, Netwitness Live,

Deepsight, iDefense)

L

SECURITY

Thinking ahead.




How our solutions benefit businesses

= Align IT security with corporate goals = |ncrease security efficiency and
- Protect brand, reputation and valuation effectiveness
— Retain customers and avoid fines / - Automate for increased assessment
penalties scope and frequency

- Shorten time to remediate
= Align IT security with corporate

- Reduce consulting expenditures
performance objectives

- Prevent system downtime = Practice process excellence
- Mitigate risks to intellectual property - Conduct documented, repeatable
and customer data security tests

- Validate and verify security using
= Comply with mandates for proactive established best practices

security controls assessment
- e.g., PCl, FISMA/NIST, HIPAA, SOX, GLBA
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Thank You and Enjoy the Day




