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Ransomware, a type of attack where malware
holds a victim's data hostage, has rapidly become
one of the greatest threats affecting businesses,
governments and consumers today.
Ransomware has the potential to cause financial
loss, lost workforce productivity, and even longterm operational damage.
After infecting a victim's computer, ransomware
encrypts the local files on the victim’s hard drive
as well as any network mapped drives. Once they
are encrypted, the user is presented with a screen
or notepad file with instructions on how to
decrypt inaccessible files by first paying a ransom
to the attackers in Bitcoin. The average
ransomware attack demands around 1.75
Bitcoins, or approximately US $750 per machine
(depending on the exchange rate).
The spike in ransomware is largely due to how
easy it is to execute - and profit from - these
attacks. While other attack techniques require the
adversary to target a bank account or an
organization with data that can be monetized
elsewhere (often at some risk), ransomware has
universal appeal to cyber criminals. Even if the
data or machine held hostage isn’t valuable to the
open market, it is likely very important to the
victim, who is highly motivated to pay the ransom.
Attackers have figured this out and ransomware is
now exploding in use.

Attackers have been absolutely ruthless with
their indiscriminate use of ransomware. Public
reports have linked ransomware with attacks
on almost every industry including healthcare,
energy, government and non-profit
organizations.
Most endpoint security tools have proven to be
ineffective at protecting against ransomware.
X by Invincea is different. Unlike other tools
that rely on one technique, X leverages multiple
advanced approaches to detect and stop
ransomware without sacrificing business
performance.
X combines deep learning, which is an
advanced form of machine learning, and
behavioral monitoring in one lightweight agent
to stop ransomware. These technologies work
together to provide better threat prevention
without any negative impact on your workforce.
X technology is built based on years of codevelopment with DARPA — the US government
agency working on breakthrough technologies
for national security. Using this technology, X
can determine if a file is ransomware, even if
that file has never been seen before, and block
it before it executes.

Ransomware
Ransomware has
exploded in use
and shows no
signs of slowing
down

"A Kentucky
hospital says it is
operating in an
'internal state of
emergency' after
a ransomware
attack"
- Krebs On Security,
3/22/16

INVINCEA

RANSOMWARE:
TOP INFECTION METHODS
Ransomware is growing in popularity because it has the ability to be indiscriminate. Any organization, regardless of size,
is a potential target. This is why attackers are spreading malware by any means possible. Fortunately, X by Invincea is
built to kill ransomware, regardless of how it was delivered.

MALICIOUS EMAIL LINKS
Spear phishing is the most common and most effective
endpoint attack. In fact, 95% of successful breaches start
with a spear phishing email. So it’s no surprise that
ransomware is commonly spread through spear
phishing and traditional phishing. Spear phishing
involves a targeted email, crafted specifically for the
recipient. Traditional phishing relies on sending out a
huge volume of emails that are exactly the same. In
either case, users are tricked into clicking on a malicious
link in the email message. Once they click, the process
of getting infected with ransomware begins.

WEAPONIZED OFFICE DOCS
Criminal organizations are shifting from traditional
malware distribution to spear phishing attacks with
weaponized documents. In fact, by the end of 2015
organizations were 5 times more likely to suffer a
compromise from a spear phishing delivered
weaponized document than from a traditional malware
delivery vehicle. This is due to the fact that most
endpoint security tools are blind to weaponized
documents. In this type of an attack a victim receives an
email with a poisoned attachment, such as an Excel or
Word document. When the document is opened
malicious scripts are executed - which then spreads
ransomware.

MALVERTISING
Malvertising is the delivery of malicious exploits,
including ransomware, through advertising. Unlike other
forms of malware, malvertising doesn’t require the user
to click on a link or download anything. Worse,
malvertising is often embedded on legitimate websites,
and served by known (and also legitimate) ad networks.
Criminals use ads to redirect users to pages hosting
ransomware. In early 2015 Invincea predicted
malvertising would become a billion dollar problem.

UNAUTHORIZED PROGRAMS
Attaching malware to potentially unwanted programs
(PUPs) has been a common method of distributing
malware for years. This is why it makes sense that this
technique would also be used to spread ransomware.
PUPs come in a variety of forms, including spyware
that poses as a free toolbar, fake drivers, and malware
that poses as patches.

BOTNETS
Bot herders build up a large network of infected
machines, known as a botnet or zombie army. They
can then infect these machines with all types of
malware, including ransomware. Bot herders often
rent out their botnet to others in order to monetize
the infected machines.

X by Invincea
Stops Ransomware
Automatically detects and blocks ransomware
without relying on signatures
Stops weaponized Office docs and other fileless attacks that drop ransomware
Eliminates spear phishing, the #1 method of
spreading ransomware
To learn more visit Invincea.com
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