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“If we were In a cyberwar
today, the United States
would lose.”

Mike McConnell
Former DNI, NSA.

Head of Booz Allen Hamilton
National Security Business

SOURCE: TESTIMONY TO THE SENATE COMMERCE COMMITTEE HEARING ON CYBERSECURITY, 2/23/2010
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SECURITY SPENDING CONTINUES TO CLIMB.... @ — B

$79 Billion

U.S. IT Security spend, 20071

$7.3 Billion

IT security allocation in
2009 U.S. Federal Budget?

$288 Billion

Global IT Security spend, 20073

1Info-Tech Research Group , November 15, 2006 baseline, 30% growth in 2007
2U.S. Office of Management & Budget, March 11, 2008
3Gartner Symposium/ITxpo, October 10, 2007




SOFTWARE SECURITY, ASSURANCGE SUMMIT

March 1, 2011 | Westin Huntsville | Hustevile, AL

...BUT THE BAD NEWS PILES UP EVEN FASTE

Cost of data breach at TUX  The Boston Blobe

soars to $256m Shoe Company Loses Credit Card Info

Suits, computer fix add t November 8, 2007, 7:22 pm

A subsidiary of| o X

By Ross Kerber, Globe Staff | | credit card acc| Hackers Infect Alicia Keys’s MySpace Page

Shell, Rolls-Royce reportedly hacked by Chinese spies

MI5 has warned some 300 banks and accounting and legal firms to guard data

Jeremy Kirk Today's Top Stories = or Other Cybercrime and Ha .
: Monster Investigated by FTC Co
& Comments (4) WA Recommendations: 108 — Recomm )
December 03, 2007 (IDG MNews Service) - Britain's domesticintellige Data Secunty
per " ot P Ak P P 2 bl el tmaid Tha Tad 1 Tenda . 1.

FLC Military to boost cyber-protections

3 RELATED VIDEO By LOLITA C. BALDOR, Associated Data Leak ln Bmt

In combat, new Wed Mar 19, 2:50 AMET
tastes for soldier By ERIC PFANNER
plates WASHINGTON - The military is b| Futlished: Nevember 22, 2007

o and improve relations with other n|
» Al news video fighting two wars, according to a | LONDON, Nov. 21 — The Briti

Four Million Credit, Debit Cards Exposed in Data Breach &

Tuesday, March 18, 2008

Associated Press

PORTLAND, Maine — A security breach at an East Coast supermarket chain exposed more
than 4 million card numbers and led to 1,800 cases of fraud, the Hannaford Bros. grocery
chain announced Monday.
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Applications are the focus... | ® —

* The number and costs of breaches continue to rise

* 80% of successful attacks target the application layer (Gartner)

* 86% of applications are in trouble
Web App Security Consortium studied security tests across 12,186 applications

13% of applications could be compromised completely automatically
86% had vulnerabilities of medium or higher severity found by completely automated
scanning

X ~
Total average cost of Average # of compromised
a data breach per records
compromised record* per breach? Average Total Cost

per breach*

* Ponemon Institute, 2008 Annual Study: SU.S. Cost of a Data Breach “Source: The Open Security Foundation
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...Yet WE HAVE A false sense of securi

* Walls don’t work. They protect the network, not the assets

IPS/IDS

Proxies

Web Gateways

Server A/V

Email Gateways

DLP
Web App Firewall

= .
] ;._Il -. :'-5-,.-"|
Mobile Security w



Cybercrime case study

"*“;’i Heartland

4
[(.‘ PAYMENT SYSTEMS®

f

3rd Jargest US payment processer
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@ penetts (FORTIFY

e+ 1 Comopary

The Incident

* Breach reported Jan 2009

* 94M credit records stolen

* Fines levied to banks > S6M

» Total cost of damages / loss > $140M

The Attack

* Personnel application attacked by SQL Injection

* Attackers inject code into data processing network
* Credit card transactions stolen
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The Conclusion B

* Time to Reprioritize

80% of Attacks are at the Software layer
0.6% of IT Security Spend is on Software Security

« Software Security is a Cross Functional Problem
Security Must Provide Assurance
Vulnerabilities Must be Addressed in Development
Operations involved with Deployment Solutions
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Today, Software Is Everywhere

Users demand their applications anywhere, anytime

i; On Premise: desktops and servers

On Demand: cloud and hosted

On The Go: laptops and mobile devices
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Today’s Approach > Expensive, Reactive

2

IT deploys the bad
software

Somebody builds 1

bad software

RN ]

In-house Outsourced Commercial  Open source

We are breached or pay

$ $ to have someone tell us
our code is bad

We convince & pay the
developer to fix it
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Existing or newly 1 2 /
created software
Good code
Security Gate: determine if
; it is resilient before
-L_‘ production

In-house Outsourced Commercial  Open source
Bad code ;: /;

Work with the
developer to locate
and fix vulnerabilities

A Safer, More Cost Effective Approach

This Is Software Security Assurée
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Production

Source code
validation

QA & Integration
Testing

Static Analysis

Static & Dynamic

Dynamic Analysis

Centralized Management, Governance, Reporting
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HP Software BTO portfolio ® —

Industry’s most comprehensive IT management portiolio

Business outcomes

Business service Business service IT service
management automation manageme

Service portfolio Application
lifecycle

management

Operations Orchestration
Quality

Project & Portfolio
Center

Management
Center

Business Availability Client

- Center .
Automation
CIO Office Performance Center
Center
Operations
Center
SOA
Center Application Data Center
Security Center Network Automation
e Management Center
CTO Office Center

SAP, Oracle, SOA, J2EE, .Net

Universal CMDB

Software-as-a-Service
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Managing Application Security Risk @

Through powerful automation and flexible management tools

Proactive IVlanagement
HP Fortify 360 Server \ HP Assessment Management P-latiarm\ HP Fortify Governance module
Collaborative Remediation
IDE Plugins | HP Fortify Collaboration module | HP Fortify Audit Workbench

Security Testing Monitoring and Defense

HP Fortify SCA | HP Fortify PTA | HP Webinspect | HP QAlnspect HP Fortify RTA

Threat Intelligence

HP Fortify Secure Coding Rulepacks ' HP SecureBase




Pillars for Success

Requirements for transformative changes throughout the organization

Services




Fortify Services

Assessments

Software Security Strategy and Planning

Services

SSA Pilot and Implementation

SSA Center of Excellence

Framework*SSA

Methodology

Pilot
SSA Team

Program Management

Optimize Adopt Mature

Progress Metrics Assets
Security
Templates




HP Fortify on Demand

Hosted security testing solution for all software

Foaify o Demand

Company: Test Company fRating
Prisjesa: ]

Anaiysis Dale:  Seplember 28, 2008
Toinl lsgues a7

Toinl Commenis: § Static: «

Applicaiion Type: CAl Propect Type: Appheaion
Technodogy Stack: PHP [iwin Clsssifacabon:  infernal [lais
T ‘el Accass

Mos| Prevatani Calegonies

IssUes by Atlack Vecior

lssues by Prionity

st o rmpace ans Shashess of ames | Ses Lpmeeey &)

Dymizmic: +

[urabane ] W L k]
[rerm— 8 " a 1]
el e BERERE a (]
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The fastest, easiest way to quickly asse
software risk

Protect your investment - integrates wit
Fortify360 as your software security
program expands

Greatly reduces time to meet complianc
with government and industry regulatio

Features
Fast, accurate results without hardware or soft
set up

Prioritized, correlated static and dynamic result
with remediation guidance

Can be used standalone or with F360



HP Fortify SCA

Security Analysis for Development

(AN : ’ 2 ..
I ) o
rese(im

1 A
1 Project Summary | (3| RTE funetions_comm | o] funetions (u"\nlulus:\| & functions, hashlway. | adrin_r M

o DR

Goups (Caegory 1)

¥ ] Cross-Site Scrigting - 0/ 595) 2
¥ ] HTTP Response Splting - [0 / 20] n
¥ (] 50 inectian - (27 783]

P i admin_tonfigure,_category.asp:154 (SQL injection) (mul

F ) admin_impart_subscribers.asp:5181S0L Injection) (mul
¥ (g admin_import_subscribers.asp:$56 (S0L Injectian) (mul
&l admin_statistics.asp:259 (SOL Injection) (multiple Issues
B admin_test_webwizforums_connection.asp 145 (SQL I}
P  centredsp.243 (501

Pl centre.asp:324 (SQL Injecti

P i) mySQL_server_setup.asp 216 (SOL Injection] {multiple &

550
551 r
550 'Build SOL query

50 skeSQL < "SELECT * FROM " & steOataboseTableNase & "'

355 "(Query the dotobase
56 rslmpart.Open steSL, adoleportCon

: "Loop theaugh recordset
560 Do While WOT rslngort.EOF

: "Initilise variables U
362 blnEmailOK = True

364 blnErailExists = false

it strbrrorFicldName « ™"

6 blnliserode0K « False

6 "Count the nurber of records processed

P mySQL_server_setup.asp 240 (SQL injection) imultiple e \ngTatalProcessed = IngTotalPracessed + 1
- — R all mlmy\u;m.mlqlln'h' -;. :
p Advancad. : i
Summary | Denals | Recommendations | History Du\qm-ni \:earmni‘;\nl
Analysis Trace

4 Multiple Paths: 1075 »

‘ol management cenre_updateasp:?7 - Read requastcoohies]]

w management_centre_updateasp:77 - mid(0: return)

w management_centre_update.asp:77 - rimi0 : return)

(G) management cenire_updateasp:77 - Assignment o struse
b m management_centre_update.aspB0 - idcharacterstripld et

(@ management_cenire_update.asp 80 - Assignment o struser.

#0 delote_accountasp:76 - Read struserid

(3 dulore_accountasp 74 - Assignmentt stsql

0 adein_impart, subseribers 150356 - Read stsql

of) admin_import_subseribers 259556 - epen(0)

Issuer admin_(mport_subscribers.asp:556 (SQL Injection) (multiple fssues) & v S0L Infection (Input Valldatlon
= e e — | and Diata Flow)
''''' There are multiple ssues stiected, Comments will pg)| ——————————
appended 1o each lssue.

Analysls: Line 556 F

admin_imoort_subscribérs asp
Imvokes 2 SOL query bullt using
unalidared input. This call
could allow an attacker to
madlfy the statement's meaning
or to execute arbitrary SO
cammands.

this I a critical issue - must be corrected in the

@ @ next release]

Nore o
Fectmondtird.

Saves valuable development time and costs
by pinpointing vulnerabilities during
development

Developers spend more time on innovation
rather than patches after code is deployed

Increases organization efficiency and
improve communication

Features

*  Pinpoint root cause of vulnerabilities — line of code
detail

*  Prioritize fixes sorted by risk severity

*  Detailed “fix” instruction -- in the development
language
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HP Fortify PTA

Security Analysis for Quality Assurance

Find more security issues faster during

current QA processes

Tha information below is live runfime data calculated only for this instance of the application server

Number of Issues Found: 3

Seary Cu Corege 19N o 50210 (02 et o) Simplifies remediation and associated
costs with IDE integration

Lowers risk with correlated results from
static and dynamic analysis

- e

org.apache struts. ufil RequestUtils: 1246 -> com.order.splc. ltlemService:201 -> :hﬂpu'f
String[ javax.servigthttp HitpServietRequest.  |ResultSet java.sql.Statement. Jocalhost8380ispie! | 3 piew
getParameterValues(String) executeQuery(Siring) JistMylteme.do

o W e Features
org.apache.struts.utl RequestUtls: 1246 > [org.apache.commons beanutils. nttpu . . . . .
String] javar. senveLhitp HiipSenvieiRequest. BeanUtis 873 > void orgaapache.  localhost8380spicl | @  iew i Works within eXIStIng QA test suite -- no

getParameterValues({String) commans.logging.Log trace{Object) :551Mylhems.do

= = s =

— S disruption to current processes

Tt o . e g *  Provides precise results -- exact line of code
com.order spic. lemServica:205 -> String java. ufg.apam_e,jslp,pagfs,o_nn_lem.rrr_.'. s . : . .

s ResuSegoSeng() g~ e secronctl Kol o * Easy deployment -- no customization or

expertise required




HP Fortify RTA

Security Analysis for Production Software

security events
L e O O O
o
w11
-2
[ISH]
o-u
1715

.15 I

mspie7

+

W Forceful Browsing: 1~ W Probing: 4
[ Session Fiation; 1 [ SQL Injection: 1
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Blocks attacks to minimize security risks in
deployed applications

Provides an immediate solution to help meet
PCI, DIACAP, OWASP and HIPAA compliance

Protects while providing vulnerabilities root
cause in a real-world context.

Features

*  Accurate responses to attacks — automatically
and without tuning

*  Extensive rules for common vulnerabilities

*  Simple and easy set up -- no training, modelin
coding required




HP Fortify Governance

Security Management for Policy and Compliance

Summary

The following is a summary of the application security portions of PCI DSS v1.2. Fortify 360 tests for 10
application security specific requirements across sections 3,4,6,8 and 10, and reports whether each
requirement is "In Place" or "Not In Place". Fortify assigns a "Fail" rating for the application if one or more
requirements are "Not In Place".

Project Version: 1.0 PCI Compliance: Application

Last Analysis Date: Mar 6, 2009 11:24 AM Security Requirements

Methodology: SCA _

Lines of Code: 4,524

Number of Files: o8

3.2: Do not store sensitive authentication data after authorization. 1 Not In Place

3.4: Render PAN, at minimum, unreadable anywhere it is stored. 2 Mot in Place

3.6: Fully document and implament all k.ey-mﬂna.ga‘ment processes and o In Place

procedures for cryptographic keys used for encryption of cardholder data.

4.2: Never send unencrypted PANs by end-user messaging technologies. 1 Mot In Place

t:éS.ODe:eJ‘c;gbﬂll weit;a#;l.::‘r:g; bﬁ:de;néfs.:-e coding guidelines such as ag Not In Place
e, e

[EORTIFY: 360 Server b | St
S Mot In Place

SN Projects | Reports | Adminlstration

BE, e (=R R
wion | [ | | (s [ omommnmn ] (ot [Gommsan) Mot In Place
5| Gy (o ForsyPinycrsr () e . . .
s . t In Place
- B i
Fm W FL
£ 1 . In Place
G u H
g w bt
01-16:200 SGA-Sotl Alocsw ) Auwatg San C &
01-18:200 SCA-Sol Alocam™i DomumentRaj - I I . Mot In Place
. Ao e iy
5 P — . Mppiication
= for section 6.5.
ca
pilities, such as
o
B emsca
2
i

Features
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Reduces the costs of managing security
programs

Optimizes the investment in SDLC progra
automatically generating requirements ba
on software profile risk

Keeps developers focused on innovation @
time to market vs. “managing” security

Web-based SSA dashboard with project
program level visibility

Centralized risk profile manager maintai
complete application inventory

Automated assignment of the correct ris
mitigation activities based on risk profile



HP Assessment Management Platform

Control application security risk across the enterprise

Scale application security
Manage application security programs

Enable Security Center of Excellence

Extend security across the application
lifecycle

Share knowledge and best practices
Increase visibility and control

Quantify application security risk

Add asset, data and business context to
security

Trend reporting and analysis

Govern compliance/policies across
the enterprise

Available as SaaS

Wy
" S I o e
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Fhast_tas bt

Weighted Application Risk

Al E%

Weighted Risk Trend Analysis

Top 5 Yulnersbilities

WVulnerabilities by Phase Lifecycle Vulnerability Trend

07099 Here Fachrd Dovebammed Compars LY.
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2
TEN

e by

HP Weblnspect

Accelerate security through more actionable information
* Accelerate vulnerability detection
Test more applications in less time R
* Provide more actionable s —
information S Emr B oo om
Focus on what really matters e ZomIo LR IR

¢ Increase teChnOlOgy Coverage » A ‘ A "“ bt/ ern wekvgp .. B . aal 14 s ol iz

Assurance in testing the latest 2
technologies for the latest - e
vulnerabilities .

JavaScript, Ajax, Flash, Oracle ADF

Backed by HP Web Security
Research Group

* Facilitate vulnerability remediation | Thiobiiiioiil
Extensive remediation description, Ser S SEEEeE e
steps, code samples & role based : S e
content

* Improve security knowledge e e

Security expertise within the e
solution * TG Ve @ s | et ([ S | @ v

Vulnarabilities

atacks st
Hetwork
Toes et
3 FriedRegus
| [ l* Sorice Indeges
U Mg Meswn  Low  bip Bet 1
e

T N @ @ . [ S| | et e
' ' 2 ' ' o |
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HP QAlnspect

 Bring security process into ALM  [* "
‘Build it in’ rather than ‘bolt in  re— s R
e
* Lower cost of attaining security '
Earlier vulnerability detection
* Lower application risk

Build secure code, find defects
early

* Integrate dynamic security
testing into test planning, QM
environment

Familiar environment for QA
professionals

* Increase QA team value

Security testing without being
security experts
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