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Cloudy Out There





Somebody Wants Our Stuff



This Adversary Wants Secrets



While This One Wants Money







Application Lines of Code - Millions

1981 Cadillac .05

F22 Raptor Avionics 1.7

Space Shuttle 2

Microsoft Word 2

F35 Joint Strike Fighter 5.7

Boeing 787 Dreamliner 6.5

Mercedes Radio w/Nav 20

Premium Car 100

Software Complexity is Rising    

Where is software 
actually developed?

How do you know
what’s in it?





Aurora, Night Dragon, RSA SecureID, 
Comodo, Lizamoon, Citibank, NASDAQ, 

LMCO, NGC, Sony, US Senate, FBI, 
CIA, DOE, ShadyRAT, DigiNotar… .



Risks increasing as threats grow more complex

$7.2M AVERAGE COST ASSOCIATED 
WITH DATA BREACHFINANCIAL LOSS

85% OF ALL U.S. COMPANIES 
EXPERIENCED ONE OR MORE ATTACKSATTACKS

Source: HP internal data., Ponemon Institute

REPUTATION DAMAGE
30% MARKET CAP REDUCTION AS A 
RESULT OF RECENT EVENTS

ASYMMETRY
3₵ COST TO ANONYMOUSLY RENT 
AMAZON EC2 SERVICE FOR ONE HOUR



How do we fix the software issue?
99.6%

Federal IT Security Budget - Networks

.4%
Federal IT Security Budget - Software

Funding
Requirements

Laws DHS’ Cyber-Coordination HQ





…

“The committee emphasizes the importance of developing new technologies for the automated analysis of software 
code for vulnerabilities and for detecting attempted intrusions. It is not practical to manually examine all the lines of 
code in all of DOD's critical information systems.”

(F) Remediation in legacy systems of critical software assurance deficiencies that are defined as critical in 
accordance with the Application Security Technical Implementation Guide of the Defense Information Systems 
Agency.

(3) Mechanisms for protection against compromise of information systems through the supply chain or cyber-attack by 
acquiring and improving automated tools for--

(A) assuring the security of software and software applications during software development;
(B) detecting vulnerabilities during testing of software; and
(C) detecting intrusions during real-time monitoring of software applications.

(7) A funding mechanism for remediation of critical software assurance vulnerabilities in legacy systems
…



Perfect Security Automation
• Finds all the vulnerabilities (no false negatives)
• Never wrong (no false positives)
• Runs fast
• Easy to use
• Easy to know you’re using it correctly
• Free



Black-Box Testing
• System-level tests
• No assumptions about implementation
• Example: fuzzing
• Good: concrete results
• Bad: a losing game



White-Box Testing
• Examine implementation
• Test components in isolation
• Example: static analysis
• Good: thorough
• Bad: too thorough
• Bad: no “show me” exploits



Gray-Box Testing
• System-level tests (like black-box)
• Examine implementation (like white-box)



• Analyze more of the 
application
• Automatic attack surface 

identification 
• Detect new types of 

vulnerabilities
• Privacy violation, Log Forging

Find More

• Reduce False Positives
• Confirm vulnerabilities

• Provide Actionable Details
• Stack trace/Line of code

• Collapse Duplicate Issues
• Identify root cause

Fix Faster

Real-Time







Thank You!


