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* Next Generation of Security Analysis
* Future Directions

Currently under investigation and not guaranteed to be included in future releases
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Next Generation of Security Analysis
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Testing

Dynamic Security Testing
Which is the “best” —

Security Testing
Methodology?

Statilc Seculrity Testing J




SOFTWARE SECURITY ASSURANCE SUMMIT

° ° -
Dy n a m I C I e St I n g December 1, 2010 | Westin Tysons Corner | Falls Church, VA

Dynamic Testing identifies Exploits

What are the root-cause
vulnerabilities of these exploits?
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Dynamic Testing — Pros & Cons I —

Dynamic Security Testing

e Advantages
e Concrete prioritization of results

e Tests deployment environment

e Disadvantages
e Little insight into root cause

e Limited by functional coverage
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Static Testing

Which vulnerabilities are
accessible from the outside?
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Static Testing Comprehensively
Identifies Vulnerabilities in Code
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Static Testing — Pros & Cons

Static'Security Testing

e Advantages
e Comprehensive results

e Source-level details

e Disadvantages
e Exploits are difficult to provide

¢ Prioritization difficult
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Hybrid Technology a
o (FERTEY

Correlates Exploits with Vulnerabilities

Dynamic
SQL Injection
result
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Name: Blind SCQL Injection (confirmed)
Engine: SQLI

URL: http://zero. webappsecurity.com:8080/s plc/listiMyitems.do
Scheme: hitp

Parameter: bean.description

Attack Request:

POST isplolistiyitems.do HTTR/A A

Accept: */*

Referer: hitp:/fzero.webappsecurity.com :8080/splclistMyitemsPage.do

Accept-Language: en-us

User-Agent: Mozilla/d.0 (compatible; MSIE 7.0, Windows NT 5.1; V1, .NET CLR 1.1.4322)
Content-Type: application/xwww-form-urlencoded

Accept-Encoding: gzip, deflate

Host: zero.webappsecurity.com:8080

Content-Length: 212

Pragma: no-cache

Memao: 103:Auditor.SendAsyncronousRequest:Attack(CID:(null):AS:44 EID:97229231-fBd3-49¢2-90bd-
Tc0e15901¢18, ST AuditAttack AT:PostParamManipulation APD:bean.description,|:(4,0),R:False SM:2 S1D:9220ETEAS88BDECBBBCEEB4E446FEECD, PSID:370970F5B437

171 * @return <code>List</code> of <code>Item</code> ocbjects.
172 */
173 public List getTtemList(Item item) SAST
174 throws java.sgl.SQLException
178 {
176 ArrayList list = new ArrayList();

2() (3) bulldWhere(0.account : return)

:= (4) Assignment to whereStr
177 String whereStr = buildWhere(item);
178 String guerystr;
179 if (whereStr.length() == 0)
180 {
181 querysStr = "select id, aceount, sku, guantity, priee, cecne, description from item order by account";
182 }
1B3 else {

[ := (5) Assignment to quenySir

184 queryStr = "select id, account, sku, guantity, price, ccno, description from item where " + whereStr;
185 }
186
187 if (item.getDescription() != null && item.getDescription().startsWith("GET"))
188 {
189 int i = item.getDescription().indexOf(" ");
190 String tmp = (i < 0) ? "" : item.getDescription().substring(i+l);
191 makeTmpBuf (tmp) ; // surprise!
192 }
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Inaccurate

= Correlation is difficult

= DAST provides URL, but

SAST provides code-level
data flow

Inefficient

= Securing applications
become very time and
resource intensive

Ineffective

* No clear benefits to
current approach

= As aresult, users don’t
bother doing Hybrid
Security Testing
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Introducing RAST for
Intelligent Correlation

Runtime Security Testing

Call to java sql.Statement.executeQuery) (temSenvce java:201)
atorg.apache.struts.action.RequestProcessor.processActionPerform (Ref
atorg.apache.struts.action.RequestProcessor.process(RequesiProces
. O S e rve a Ct u a a tt a C S atorg.apache.struts action.ActionSendet.process (ActionSendet java: 1482 RAST
atorg.apache.struts.action. ActionSendetdoPostiActionSendet java:525)
atjavaxsendethttp HttpSenetsenice(HtipSendetjava:647)
atjavaxsendethitp HipSenetsenice(HipSendetjava:729)
atorg.apache.catalina.core ApplicationFilterChain internal DoFilter(ApplicationFilterChain java:269)
L3 L atorg.apache.catalina.core ApplicationFilterChain doFilter{ApplicationFllierChain java: 188)
. S I d e Ste S e C u r It C O nt ro | S atorg.apache.catalina.core ApplicationFilterChalin.internalDoFilter(ApplicalionFilierChain java:215)
atorg.apache.catalina.core ApplicationFilterChain doFilter(ApplicationFllterChain java 1 88)
atorg.apache.catalina.core. StandardWrapperValve.Invoke(StandardWrapperValve java:213)
atorg.apache.catalina.core. StandardContextValve invoke(StandardContextValve Java:172)
. atorg.apache.catalina.authenticator AuthenticatorBase invoke(AuthenticatorBase java:525)
atorg.apache.catalina.core. StandardHostValve.invoke(StandardHos Valve Jave:127)
. O bfu Scat I o n amgapache‘nalal\na‘\a\ves‘ErerepurMa\ve‘Invuke(ErrurFieuun\falve java:117)
atorg.apache catalina.core StandardEngineValve.invoke(SiandardEngineValve java: 108)
atorg.apache.catalina.connector CoyoteAdapter senice(CoyoteAdapter java:174)
. atorg.apache.coyote.http11.Http11Processor.process(Hip11Processor java:873) -
at
e Encryption

org.apache.coyote.http11.Http11BaseProtocol§Http1 1ConnectionHandler. process Connection(Hiip 11BaseP
rotocol.java:665)

[]
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RAST is the key to correlation

URL:
www.sales.company.
com

Source Code:
<java.sql.Connection
XXX>
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Hybrid 2.0 &

<
Call to java.sql.Statement.executeQuery() (ltem Sendce.java:201) (=]
at org.apache.struts.action.RequestProcessor.processActionPerform(Ref
atorg.apache.struts.action.RequestProcessor process(RequestProces
atorg.apache.struts. action.ActionSerdet process(ActionSenietjava:1482)
atorg.apache.struts.action. ActionSerdetdoPost(ActionSendet java:525)
at javaxsendethtip.HitpServet senice(HiipSerdet java:647)
at javaxsendethtip. HttpSerdetsenice(HiipSenet java:729)
at org.apache.catalina.core.ApplicationFilterChain.internalDoFilter(ApplicationFilterChain java:268)
atorg.apache.catalina.core. ApplicationFilterChain doFilter(Application FllterChain Java:188)
atorg.apache.catalina.core. ApplicationFilterChain.internalDoFilter(ApplicationFilterChain java:215)
atorg.apache.catalina.core ApplicationFilterChain.doFilter(ApplicationFilterChain Java:168)
atorg.apache.catalina.core.StandardWrapperValve.invoke(StandardWrapperValve java:213)
atorg.apache.catalina.core.Standard ContexiValve invoke(Standard ContextValve Java:172)
at org.apache.catalina.authenticator. AuthenticatorBase invoke({AuthenticalorBase Java:525)
at org.apache.catalina.core.StandardHostValve.invoke(StandardHostValve Java127)
atorg.apache.catalina.valves.ErrorReportvalve.Invoke(ErrorReportvalve java:117)
atorg.apache.catalina.core.StandardEngineValve Invoke(StandardEngineValve ava:108)
atorg.apache.catalina.connector.CoyoteAdapter.senice(CoyoteAdapler java:174)
atorg.apache.coyote.http11.Hitp11Processor.process(Hiip 11 Frocessor java:B73) =
at
org.apache.coyote hitp11.Http11BaseProtocol$Http11ConnectionHandler.process Connection(Hitp11Baser
rotocol java:665) ) |
LT | [5F <codesTtem</code> objects.
Name: Blind SQL Injection (confirmed) 17z ¥ . . ¢ D
173 public List getTtemList(Ttem item)
Engine: SQLI 174 ‘throws java.sql.SQLException SAST
175 {
URL: http:/fzero webappsecurity.com:8080/splc/istMyltems.do DAST 176 ArrayList list = new ArrayList();
Scheme: hitp F} (3) buildWhere(0.account : return)
() 10 whereStr
Parameter: bean.description 7 Eehg) Tty O L EET R0
178 string querystr;
Attack Request: 179 if (whereStr.length() == 0)
POST isplclistiyltems.do HTTP/A .1 180 {
Accept: */* 181 querystr = "select id, account, sku, quantity, price, ccno, description from item order
Referer: hitp/izero.webappsecurity.com:B080/s ple/listMyltems Page.do 182 }
Accept-Language: en-us 183 else {
User-Agent: Mozilla/d.0 (com patible; MSIE 7.0; Windows NT 5.1; SV1; NET CLR 1.1.4322) =53] lenki el
184 querystr = "select id, account, sku, quantity, price, ccno, description from item where
Content-Type: applicationfewww-form-urlencoded 185 }
Accept-Encoding: gzip, deflate 188
Host: zero.webappsecurity.com:B080 187 if (item.getDescription() != null && item.getDescription().startsWith("GET"))
Content-Length: 212 188 {
Pragma: no-cache 189 int i = item.getDescription().indexOf(" ");
Memo: 103:Auditor SendAsyncronous RequestAttack(CID:(null):AS:44 EID:9722923f-f8d3-49c2-90bd- 190 Sering P - (L 0) § 7 P em.getpescription().susstringtin;
7cDe15901¢18 ST:AuditAttack AT:PostParamManipulation APD bean description |:(4 0), R False SM2 S| - , e
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Fortify Hybrid 2.0 Technology =

HP Fortify | Falitifiy; |
Weblnspect RAST | SCA

Correlation Engine
(Fortify 360 Server)
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Hybrid 2.0 Technology —
Tl oo ([FORTEY

Directly links more vulnerabilities
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Hybrid 2.0 Technology —
Tl oo ([FORTEY

Correlation re-prioritizes riskier issues
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Hybrid 2.0 Technology —
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Direct dynamic testing

———V--
x,”x ~ ~
- \\
228 2N
P 4 \V

/ @) . A

o

Code




SOETWARE SECURITY W} 'ASSURANCE SUMMIT

December 1,2010 | Westin Tysons Corner | Falls Church, VA

T ] presented by FURTlFY'
| An HP Company

Deploying Hybrid 2.0

Step 1: Implement A Security Gate

Security acceptance testing

Development Production

Hybrid 2.0

Static Analysis

Dynamic Analysis

Run-Time Analysis
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Failing

Monitor in
q )
Production
Pass
: Defend.ln S
i Production
Fail
Evaluate
—>|  Business
Risk

: Remediate in
Development
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in SDLC @ — o

Requ|rement5 Coding Production
/ Design

Hybrid 2.0

Static Analysis

Dynamic Analysis

Run-Time Analysis
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Benefits of Fortify Hybrid 2.0 el iy

Relevance

Importance

@ presented by _ﬁﬁ;‘:ﬂ'

® Find the root cause

= Understand the context of vulnerabilities

= Fix the most critical vulnerabilities

= Prioritize your resources and time

= Fix security issues fast

= Release secure applications to market quickly
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Future Direction
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* Currently

* Support 18 Languages: ASP.NET, VB.NET, C#, Java, ISP, C, C++, COBOL,
Cold Fusion, T-SQL, PL/SQL, JavaScript / AJAX, Classic ASP, PHP,
Python, VBScript, Visual Basic, XML / HTML

* Under Development: SAP ABAP
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Findings: Groups of Related Issues -

Correlation
* Is a way to automatically group issues based on rules

Findings
* Will allow you to manually group issues during the audit process

* Create your own findings (groups), drag and drop issues into them as
you see fit

* Correlation could turn into an initial seeding for findings

Benefits
* Save time by mass auditing issues

Bugtrackers

* Will be an important part of findings. We will provide an easy way to
file a bug for several issues at once.
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Security Education Plugin

* Working on a plugin that can alert you to security vulnerabilities in
real time as you’re developing code

* i.e. when you start typing in “java.sgl.Connection.PrepareCall()”, you’ll
see a popup that alerts you to the security vulnerabilities that are
related to that API

e Security information will come from our rules
* Parsed/cached at plugin startup

* Looking at two different use cases: on-the-fly (alerts as you type),
and on-demand (show all alerts for the current file)

* Several IDEs, will probably start with Eclipse
» Separate from our existing plugins, but can be used together
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Better Defect Tracking Integration

Improved Scanning Performance

Seamless Build Integration

“Lighter-weight” plug-ins for Developer IDEs



Pote nti a I FO rtify — H P SOETWARE SECURITY. | | ASSURANCE SUMMIT

December 1, 2010 | Westin Tysons Corner | Falls Church, VA

Integrations

* Hybrid 2.0: DAST, SAST & RAST integration

* Defect Tracking: HP Quality Center & Fortify 360 Server

* Functional & Security Testing: HP QA Inspect & Fortify RAST

* Security Dashboard: Fortify 360 Server & HP AMP



Pote nti aI FO rtify — H P SOFTWARE SECURITY. § | JASSURANCE SUMMIT

December 1,2010 | Westin Tysons Corner | Falls Church, VA

Integrations i~ FoRTEy

PLAN CODE TEST PRODUCTION

Fortify + HP Application Security Center

Runtime
Analysis

Source code QA & integration Production
validation testing assessment

Fortify (SCA) PTASSOANNSpect Weblnspect

Enterprise security assurance
and reporting

Fortify 360 Assessment Management Platform

Potential Integrations

Enterprise security assurance & reporting
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Thank you
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* 2.6.0
* RTAforJava l.4
* RTA for .NET 2.0, 3.0, and 3.5
* |IDE Plugin for Oracle Jdeveloper
* User-extensible Vulnerability Descriptions and Recommendations

* 2.6.5
* SCA for .NET 4.0
* |IDE Plugin support for Visual Studio 2010
* SCA, IDE Plugins and Demo Suite for Windows 7
* SCA, 360 Server and RTA for Windows 2008 Server R2
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* SAP is used by many companies to “run” the company
* Finance, Manufacturing, Marketing, HR, etc

* ABAP is SAP’s business processing language to customize SAP

* Fortify SAP ABAP scanning will analyze ABAP applications for
vulnerabilities



