
©2014 Agari www.agari.com

1

2014
THE AGARI EMAIL 
TRUSTINDEX
Protecting Customers and Safeguarding Brand 
Reputation in the Era of the Cybercriminal

C

Pantone 715 CP

0 54 87 0M Y K

C

Pantone 715 CP

40 30 20 66M Y K

100 S. Ellsworth Ave   |   4th Floor   |   San Mateo, CA 94401   |   650.627.7667

http://www.agari.com


©2014 Agari www.agari.com

2

EXECUTIVE SUMMARY

The year is barely a third of the way through, and already terms like “data 

breach” and “Heartbleed” and “Cryptolocker” have become part of the daily 

vernacular. The alarmingly large wave of attacks has made headlines and 

has become a vivid reminder of the fact that cybercriminals remain as active 

as ever.

Over the years, security experts have cataloged a long list of security 

exploits just like Heartbleed. But for all their differences, these exploits 

also have a common denominator. Malicious emails are commonly the 

attack vector, tricking unsuspecting Web users into divulging confidential 

information by clicking on a malicious link or by opening an attachment that 

surreptitiously inserts malware like Cryptolocker or Gameover Zeus.

“Weaponized” email as part of the cyberattack arsenal is key to 

cybercriminals because email itself is so important to the rest of us. Few 

people today go without checking email on a regular basis, meaning that 

almost everyone in the world is a potential email target. Unfortunately, 

that job is made easy by the fact that anyone can pretend that an email is 

coming from a bank, health care provider or retailer, when the actual sender 

is a criminal.

The fall-out from a successful email attacks spread far and wide. For a 

consumer, it means their personally identifiable information has now entered 

the criminal “information economy” and their data can be leveraged and 

sold for attacks now or in the future. For a company, it means a decline 

in consumer trust that leads to an erosion of hard-won brand loyalty. 

When your customers can’t trust your brand, they will take their business 

elsewhere.

This begs the question – which companies will step up to 
the plate and prevent the breach of consumer trust through 
email?

Agari’s Quarterly TrustIndex offers a unique scorecard to see how well both 

individual companies (133 companies) and entire industries (11 industries) 

have protected their customers from email cyberthreats. Because Agari 

gathers this data every quarter, we have patterned the trend lines to learn 

who is doing better and who is falling behind. As this report shows, it’s 

definitely a mixed picture.

TrustIndex scores provide an 

easy to understand rating of the 

volume of cyberthreats targeted 

towards any given company’s 

consumers and how well those 

consumers are being protected 

from email cyberthreats.

What Is 
The Email 
TrustIndex? 

 › TrustScore, which reflects 

how well organizations 

protect their consumers 

from email cyberthreats.

 › ThreatScore, which 

indicates how frequently 

cybercriminals attempt to 

send malicious email to a 

domain or a sector.

The TrustIndex provides a 

sense of the email cyberattack 

risks associated with specific 

domains names, along with the 

industry sectors they comprise.

The two components of the 

TrustIndex are:



©2014 Agari www.agari.com

3

KEY FINDINGS 

 › Email attacks are undergoing a rapid and dramatic evolution.  

Conventional “phishing” is normally thought of as an attempt to 

persuade an email recipient to divulge confidential information, 

for example, by having them log into a hacker-controlled version 

of their bank’s Web page. But in Q1, we saw a dramatic increase in 

a different breed of phishing, one that aims to get the recipient to 

click on a URL or attachment that installs malware on the user’s 

machine. The hacker’s program can then be in control, wreaking 

all manner of havoc as in the case with Cryptolocker. Malware is 

certainly not new, but its increased use during the quarter shows it is 

becoming the criminals’ weapon of choice.

 › The attack landscape is volatile – in Q1 the ThreatScore for the 

largest retail banks jumped 500%. This volatility demonstrates that 

even companies who are implementing security best practices can 

never let their guard down. While Q1’s spike is primarily the result 

of two months of heavy spamming connected with two banks, this 

shows that criminals are constantly shifting their targets, and that 

any notion that a company or sector is permanently “safe” is entirely 

false. As Verizon’s 2014 Data Breach Investigations Report states, 

“we don’t see any industries flying completely under the radar. 

Everyone is vulnerable to some type of event.”

 › Criminals are launching attack “blitzes” targeting a high volume 

of users over a few days. The legacy pattern of maintaining a 

consistent level of under-the-radar attacks has completely changed. 

Now criminals employ “blitzes” on their targets where they attack a 

high volume of consumers for a few days in a row to see immediate 

success. The spike in this quarter’s ThreatScore for Financial 

Services basically boils down to high volume attacks on 3 days. This 

tells companies that while they are fighting every day for stasis, 

every 6-9 months there’s going to be a major attack. What will set 

leaders apart is their ability to detect and prevent these types of 

irregular attacks.

 › Payments

 › Mega Banks

 › Large Banks

 › Retail Banks - Europe

 › Etailers

 › Retailers

 › Logistics

 › Airlines

 › Travel

 › Social Media

 › Health Care

Financial 
Services

E-Commerce

Other
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 › The underground “information economy” that’s been developed 

to monetize stolen personal information (PI) is thriving. Criminals 

usually steal information so they can sell it, and the global systems 

they have put in place to do so are amazingly sophisticated. 

Different types of hacked data -- credit card numbers, online login 

credentials, health care identities -- all have their own specialized 

marketplaces. There is also a tier of “vendors” who, for a fee, 

supply the software tools used to launch the attacks in the first 

place. Driven by the possibility of easy, quick profits, the technical 

“innovation” one sees in this area rivals anything that occurs at even 

the best tech companies. Ironically, the very tools that make the 

Web safe for daily use, especially encryption, also provide digital 

cover for criminals. The rise of “virtual currencies” like Bitcoin is also 

bringing new levels of liquidity to this market, allowing criminals 

to monitor their ill-received gains without being detected by law 

enforcement.

 › There’s power in numbers - while only about one fifth of email 

attacks are successful, the numbers quickly add up from the 

billions of attempts. Verizon’s criminal report states that only 8% 

of users will click an attachment or fill in a web form, suggesting an 

awareness of the potential security implications of both actions. But 

they don’t exhibit that same degree of wariness about simply visiting 

a URL, even though doing so can be just as dangerous; 18% of users, 

said Verizon, will visit a link in a phishing email.

18% of users 
will visit 
a link in a 
phishing email, 
according to the 
2014 Verizon 
Data Breach 
Investigation 
Report.

“

“
”

”

As Verizon’s 
report puts it, 
“we don’t see 
any industries 
flying completely 
under the radar. 
Everyone is 
vulnerable to 
some type of 
event.”
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CHARTS

Sector breakdown by security status, ranked by percentage of companies 

in the sector who are either “Security Rockstars” or “Under Construction.” 

Security Rockstars Under Construction Easy Targets

Etailers

Social

Mega Banks

Logistics

Payments

Travel

Airlines

Retail

Health Care

Large Banks

Large Banks - Europe

0% 20% 40% 60% 80% 100%

Rank Sector SECURITY 
ROCKSTARS

UNDER 
CONSTRUCTION

EASY 
TARGETS Total

1 (tied) Etailer 27% 27% 47% 15

1 (tied) Social 29% 21% 50% 14

3 Mega Banks 14% 29% 57% 14

4 Logistics 25% 13% 63% 8

5 Payments 13% 20% 67% 15

6 Travel 7% 14% 79% 14

7 Airlines 0% 13% 88% 8

8 Health Care 0% 7% 93% 14

9 Retail 7% 0% 93% 15

10 Large Banks 0% 0% 100% 8

11
Large Banks 

- Europe
0% 0% 100% 8

Total 12% 14% 74% 133 8

As has been true in past Agari 

TrustIndex reports, Etailers and 

Social companies performed at 

the top. 

The laggards -- Healthcare, 

Retail, Airlines and many banks 

-- have lots of catching up to do. 

But all industries need to do 

better as well, as evidenced 

by the fact that nearly 100 

companies, or more than 70% of 

those surveyed, are in the lowest 

tier of security.

A Closer 
Look at the 
ThreatScores
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Rank Sector Q1 TrustScore Change from 
Previous Quarter

1 Social 63  2%

2 Etailer 62 ≈ -

3 Payments 47  -5%

4 Travel 45  7%

5 Retail 44  12%

6 Retail Banks - Tier 1 43  -2%

7 Logistics 36  27%

8 Airlines 34 ≈ -

9 Retail Banks -Tier 2 33  3%

10 Retail Banks -Tier 1 Eur 30  45%

11 Health Care 14  9%

Again, Etailing and Social companies turned in the best performances. At the other 

end of the spectrum, the health care industry is clearly overdue for a check-up.

Sectors Ranked by Q1 TrustScores 

Rank Sector Q1 ThreatScore Change from 
Previous Quarter

1 Mega Banks 17.3  493%

2 Large Banks- Europe 2.1 ≈ -

3 Health Care 1.3  -74%

4 Payments 0.9  34%

5 Retail 0.7  -53%

6 Travel 0.5  401%

7 Large Banks 0.5  -64%

8 Etailer 0.4 ≈ -

9 Social 0.2  -72%

10 Logistics 0.2  -72%

11 Airlines 0.0  -98%

Sectors Ranked by Q1 ThreatScores 

In February and March, hackers 

chose two banks for massive 

phishing attacks. As a result, 

the ThreatScore for the entire 

sector shot through the roof. 

These sorts of fluctuations are 

to be expected; email criminals 

constantly move around as they 

test and probe security systems.
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SHOPPING ALERT: ETAILERS HAVE CYbERATTACK 
PREVENTION IN THE bAG

What does that online electronics superstore where you love to shop for 

gadgets have in common with your Facebook page? Good email security. 

The Etailers sector was tied with Social in terms of the percentage of 

companies with Security Rockstar ratings. It shouldn’t surprise anyone; 

since companies like Netflix and Amazon have innovated technically in 

so many other areas, it stands to reason that they would do well in email 

security, too. But several Etailers, some of which have big cult followings 

for their bargain fashion items, aren’t doing quite as well when it comes to 

secure email.

A CLOSER LOOK AT COMPANIES WITHIN EACH SECTOR

Netflix
Newegg.com

Groupon
Amazon

Vista Print
Shutterfly

Etsy
Ancestry.com

Overstock
Rakuten.com

Fanatics
Wayfair

Gilt Groupe
Market America

Peapod

Etailers

Security 
Rockstars

Easy
Targets

Under 
Construction

Facebook
Twitter

LinkedIn
Google+

Flixster
Classmates
Instagram

Myspace
Flickr

Pinterest
StumbleUpon

Tagged
deviantArt

Last.fm

Social

Security 
Rockstars

Easy
Targets

Under 
Construction

“Email continues 
to be essential for 
all businesses. 
Companies who 
secure their email 
channel not only 
have more consumer 
trust, but also fewer 
fraud losses, less 
operational overhead, 
fewer support calls, 
less regulatory issues, 
and, of course, no 
front page stories 
about security 
breaches. They can 
actually drive more 
business because they 
don’t have to worry 
about criminals using 
malicious email to 
diminish their brand 
value.”

 — Patrick Peterson,           

Agari Founder & CEO

“

”
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SOCIAL SITES KNOW A LOT AbOUT YOU; AND THEY 
WORK HARD TO KEEP DATA SAFE

The world of email security would be a better place if everyone behaved 

like the marquee social media companies. Facebook and Twitter are among 

the most widely-used web sites on the planet, and the companies have 

risen to the challenge by setting up email security commensurate with 

their importance. Both were among the seven companies (out of 133) who 

achieved a perfect TrustScore of 100. For the others, the task ahead of 

them is clear.

Fifth Third Bank
BMO Harris Bank

Key Bank
Northern Trust

Bank of the West
Citizens Bank

Comerica
Union Bank

Large Banks

Security 
Rockstars

Easy
Targets

Under 
Construction

THE POTENTIAL PRObLEM WITH A NEIGHbORHOOD 
bANKER

Regional banks generally have positive associations, but one thing should 

worry their customers: all of the eight “Large” banks we studied received 

Easy Target status. It might be argued that these banks would have a hard 

time operating at the same level as the largest banks. But a size is no 

excuse for inadequate email security. With SPF, DKIM and DMARC being 

mature and accessible technologies, companies of any size can readily put 

them into practice.

“Agari focuses on 
leveraging big 
data analytics on 
4.5 billion emails 
per day derived 
from the use of the 
DMARC security 
framework. 
The Agari 
solution presents 
organizations with 
a real-time method 
for identifying 
the first stage of 
advanced targeted 
attacks that are 
often leveraging 
email and phishing 
for malware 
distribution.”

— Gartner “Context-Aware 

Security and Intelligence-

Sharing Concepts Merge to 

Create Intelligence-Aware 

Security Controls,” by 

Lawrence Pingree, Ruggero 

Contu and Eric Ahlm, March 

13, 2014.

“

”

Disclaimer: Gartner does not endorse any vendor, product or service depicted in our research publications, and does 
not advise technology users to select only those vendors with the highest ratings. Gartner research publications 
consist of the opinions of Gartner’s research organization and should not be construed as statements of fact. Gartner 
disclaims all warranties, expressed or implied, with respect to this research, including any warranties of merchantability 
or fitness for a particular purpose.
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bANKS STILL NEED TO FORTIFY THEIR DEFENSES

Six of the 14 Mega Banks we monitored were rated as being Under 

Construction or better. That’s one of the higher batting averages in all 

of the sectors for which we gathered data. But that means eight remain 

Easy Targets, which shouldn’t be acceptable in an industry where industry 

associations FS-ISAC and BITS provide a Trusted Email Registry program 

to assist their member financial services institutions in supporting best 

practices like DMARC.

US Bank
Bank of America

Sun Trust
Wells Fargo

BNY Mellon
CitiBank

HSBC Bank 
BB&T Bank
Ally Bank
PNC Bank
TD Bank

State Street 
Corporation

Capital One
JPMorgan Chase

Mega Banks

Security 
Rockstars

Easy
Targets

Under 
Construction

U.S. Postal ServiceUPS
FedEx

Pods
DHL

TNT Express
OnTrac
Uhaul

Logistics

Security 
Rockstars

Easy
Targets

Under 
Construction

EMAIL SECURITY: QUICK DELIVERY NEEDED

UPS and FedEx are fierce competitors in the package delivery business. 

But they are partners in email security, in that they were the only two 

logistics companies rated as Security Rockstars. The U.S. Post Office 

showed great strides, moving into the “Under Construction” category and 

“If your customers’ 
information is 
compromised, it’s a 
one-two punch. First, 
there’s the punch 
of the data breach 
itself, and the fact 
that your brand has 
been compromised. 
But a second punch 
is that all of that 
information that’s 
been stolen - names, 
email addresses, 
credit card numbers 
– goes into the black 
market and will be 
used for subsequent 
attacks like email 
attacks. You won’t 
know for months or 
even years how that 
information is going 
to be used. 

— Patrick Peterson, 

Agari Founder & CEO

“

”

http://www.bits.org/initiatives/trusted-email-registry.php
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American Express
Visa

GreenDot

PayPal
Western Union

Stripe
Wealthfront

WePay
Discover

Zuora
Square

Braintree
Mastercard
Moneygram

Dwolla

Payments

Security 
Rockstars

Easy
Targets

Under 
Construction

beginning to give UPS and FedEx a run for their money.  But five of the 

eight companies were Easy Targets, including three who were using none 

of the three recognized email security platforms. At that rate, the only 

thing that will absolutely, positively get there overnight is phishing spam.

THE EMAIL SECURITY PAY-OFF IS ObVIOUS

The Payments sector continues to be one of the most closely-watched 

areas in technology. Brash startups such as Stripe, Zuora and Dwolla are 

revolutionizing the way we buy things. Some of these young companies 

could learn a thing or two about email security from industry mainstays 

PayPal and Western Union. Those two were the only companies of the 15 in 

the Payments sector who qualified as Security Rockstars. Two-thirds of the 

group were Easy Targets and five of the group were implementing only one 

of the three email security standards.

It’s interesting that, 
while the array of 
tools is diverse, the 
basic methods of 
gaining access to a 
victim’s environment 
are not. The most 
prolific is the old 
faithful: phishing. 
A well-crafted 
and personally/
professionally-
relevant email is 
sent to a targeted 
user(s), prompting 
them to open an 
attachment or click 
a link. Inevitably, 
they take the bait, at 
which point malware 
installs on the 
system, a backdoor 
or command channel 
opens, and the 
attacker begins a 
chain of actions 
moving toward their 
objective.

— Patrick Peterson, 

Agari Founder & CEO

“

”
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Priceline
TravelZoo

Booking.com Travelocity
Trip Advisor
Hotels.com

Orbitz
Hotwire
Kayak

BookingBuddy
Hilton

Marriott
CheapOair

Expedia

Travel

Security 
Rockstars

Easy
Targets

Under 
Construction

EMAIL SECURITY NOT GETTING OFF THE GROUND

The travel industry saw a dramatic, 400% increase in its ThreatScore during 

the quarter, but the actual situation isn’t as bad as that statistic would 

indicate, since Travel’s score was extremely low to begin with. Nonetheless, 

the sector has its work cut out for it; only three of the 14 companies achieved 

security levels that could be considered acceptable.

Delta Airlines Virgin America
Jet Blue

American Airlines
AirTran

United Airlines
US Airways

SkyWest

Airlines

Security 
Rockstars

Easy
Targets

Under 
Construction

The value of 
personal data to 
a cybercriminal 
is much higher 
than a credit 
card or bank 
account number. 
For example, the 
average selling 
price for a U.S. 
credit card in the 
underground is 
$1USD. But when 
that single card 
is sold with a full 
identity profile, the 
value can be up to 
twenty times more.

— Patrick Peterson, 

Agari Founder & CEO

“

”
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Aetna Health South
HCA Healthcare

Kindred Healthcare
Community Health 

Systems
Health Care Service 

Corp
Humana

Universal Health Svcs
Anthem Blue Cross

Centura Health
Cigna

Kaiser Permanente
United Healthcare

WellPoint

Health Care

Security 
Rockstars

Easy
Targets

Under 
Construction

DELAYED ARRIVAL FOR EMAIL SECURITY

The global airline industry is rightfully proud of its safety record. It perhaps 

should begin concentrating on its email safety too, as only one of the eight 

airline domains weren’t at the lowest level of security. What’s more, its 

TrustScore was one of the five sector scores that declined between Q4 and 

Q1. A bright spot: A slight drop in its ThreatScore.

EMAIL SECURITY IN CRITICAL CONDITION

America is known for spending more of its GDP on healthcare than any 

other country. Where does the money go? Certainly not to email security. 

Only one health care company made it out of the lowest tier. This is 

especially worrisome on account of the fact that stolen identities can play 

a significant role in health care fraud.  The World Privacy Forum conducted 

a study comparing the value of stolen healthcare identity to financial/credit 

card info. It found that the street cost for stolen medical information is $50, 

versus $1 for a stolen Social Security number. The average payout for a 

medical identity theft is $20,000, compared to $2,000 for a regular identity 

theft.

“Zeus is sort of the 
cockroach of malware. 
It has managed to 
survive and even thrive 
despite many attempts to 
eradicate it.”   
             

– 2014 Verizon DBIR

A recent malware attack 

involved customers receiving 

a spoofed email from what 

purported to be a hotel 

booking site. Users were 

asked to open a file containing 

information about their 

upcoming “reservation.” 

Instead of reservation info, they 

opened a malware attachment 

containing GameOver Zeus, 

the most recent form of 

Zeus which features peer-to-

peer communication versus 

a centralized command 

and control server. The zip 

email attachment “upatre” 

downloads .enc file over https 

from a compromised server 

and then converts to .exe 

malware.

GameOver Zeus was the 

leading banking botnet in 

2013.

Cryptolocker 
Malware

“

”

http://abouthipaa.com/
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13 of the 14 
health care 
companies 
analyzed in 
this report are 
Easy Targets

 › The street cost 

for stolen medical 

information is $50, 

versus $1 for a stolen 

Social Security number. 

 › The average payout for 

medical identity theft 

is $20,000, which is 10 

times the payout for 

regular identity theft.

The percentage of Easy Targets 

is worrisome given the following 

statistics from The World Privacy 

Forum:The two components of 

the TrustIndex are:

Apple Office Depot
Best Buy

Macys
Grainger

Costco
Sony
GAP

Staples
Target
Sears

Walmart
Officemax

CDW
Dell

Retail

Security 
Rockstars

Easy
Targets

Under 
Construction

MAYbE IT SHOULD bE CALLED I-SECURITY

Apple is famous for inspiring fanatical loyalty in its customers. In the 

case of email security, the reputation is clearly well-deserved, because 

in the world of retail, there is Apple, and there is everyone else. The 

computer company was the only firm to rank as a superstar; none of the 

other companies even came close. Obviously, it’s time for them to think 

different.
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SCORING METHODOLOGY

To derive the TrustScore, Agari looks at the highest volume email sending 

domains for the companies covered in this report and then analyzes their 

implementation of email authentication standards, which together protect 

consumers from email cyberthreats, including SPF, DKIM, and DMARC. The 

TrustScore is a number from 5 to 100. A company is considered to have a 

high score if their TrustIndex is above 75; we call these “Security Rockstars.” 

Only companies who implement all three standards with some level of 

success can achieve this status. Sites or sectors with scores between 51 

and 75 are considered “Under Construction,” while those with scores 50 or 

below have been dubbed “Easy Targets.”

To derive Your Trust Scorecard, Agari calculates the volume of spam and 

potentially malicious email, purportedly sent by a company to harm their 

consumers. The data analyzed spans millions of email messages from 

Agari’s real-time big data analytics platform. A business that has adopted 

email best practices, making it fully protected from email attacks, can 

nonetheless still have a high ThreatScore by being in an industry known 

to attract the interest of criminals. The ThreatScore is determined by 

calculating the percent of malicious emails sent to a particular domain, 

including those rejected because the company is implementing DMARC. 

The scores are relative to each other, meaning that a sector with a 

ThreatScore of 10 is significantly riskier than one with a score of 5. 

Resources
The Q1 TrustIndex and the 

133 companies it surveys 

provide a snapshot of the 

current security picture 

involving email. It should 

by now be clear that 

malicious email is a serious 

threat to every brand, 

and that no company or 

sector is safe from attack. 

What’s more relevant, 

many companies haven’t 

even taken the first steps 

towards locking down 

their email channel, 

putting themselves at 

unimaginable risk.

To learn more about 

DMARC and how your 

company can get started 

on the path to best-in-

class email security, visit 

these resources:

 › DMARC                 

dmarc.org

 › Online Trust Alliance 

otalliance.org

 › Stop. Think. Connect. 

stopthinkconnect.org

 › Better Business Bureau 

bbb.org

http://www.dmarc.org
http://www.otalliance.org
http://www.stopthinkconnect.org
http://www.bbb.org
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The TrusT scorecard

KEY QUESTIONS TRUSTSCORE IMPACT CHECK IF COMPLETE

Are you publishing an SPF record 
for your domain?

You must publish an SPF record for 
your domain to get points in this 

category.

Does your SPF record indicate you 
are confident in the servers you 

authorize?

Some SPF records end with a 
"neutral" disposition, indicating that 

you are not sure if it is complete.  
An SPF record that ends in a "fail" 
disposition indicates the highest 
level of confidence and gives the 

highest score.

Is your SPF record error free?
SPF records that contain errors will 

receive a lower score.

Is your SPF record accurate?

You can increase your accuracy by 
making sure all internal servers and 
authorized third party servers are 

identified in your SPF record. 

2. DKIM IMPLEMENTATION

Are you DKIM signing messages 
from your domain?

You must DKIM sign messages from 
your domain to get points in this 

category.

Is your DKIM signing accurate?

You can increase your accuracy by 
making sure all messages from all 
sources for your domain are being 

signed. 

3. DMARC IMPLEMENTATION

Are you publishing a DMARC 
record?

You must publish a DMARC record 
for your domain to get points in this 

category.

Does your DMARC record specify a 
strong policy?

A DMARC record with a reject policy 
will get you the highest score. 

Does your DMARC record contain 
errors or is it missing important 

components?

Some DMARC records will specify 
a monitor policy with no data 

reporting address. These are counted 
the same as no record. Using the 

wrong term in the policy field (p=) is 
another common error.

http://www.agari.com

